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THE TELECOMMUNTCATTONS (Tritercepti. on) ACT L979-L987

^

HTSTORY

The power of the Commonwealth to legi. slate on thi. s topic has result d

i. n coinpLex Legi. SLati. on on which on}y limited judi. ci. aL guidance has been

The TeLephoni. c Communications (Tritercepti. on) Act L960, consideredgLven.

^

,^.

^

by the High Court in Mi. Ller v illL}er (1978) L41. CLR 269 has been

by the TeLecommtintcati. ons

Court i. n Hi_Lton
,

Judge at Common Law of the New South WaLes Supreme Court in EdeLsten

^

Tnvesti. gati. rig CoinrrLi. ttee (1986) 7 NSWLR 222.

^

by Greg James Q. C.

was

Act L987 .

^

substantialLy amended by the TeLecoirrrnuni. cati. ons (Triterceoti_on) amendment

v WeLLs (L985) 58 AT, R 245 and by Mr. Justi. ce Lee Chief

of i. nformati. on, subject to the Z:. ct to Roya} Commi. SSLons The National Crime
Authori. ty, The Commissioner of PubLi. c CoinpLaints of NSW, The Pi. tzgeraLd

Tnqui. ry and vari. ous IISW Comintssi. ons of Tnqtii. ry . Provi. SLOTi was made by Act

No. 63 of L985 for emergenc>. requests where an honest be}Ief ts formed t}, at

a persor, i, s or i, s Likely to Gte or has been, is betrig or i_s Ltkel t b

seriousLy i_njured. Other amendments nave been made to am Li. f AsT"

Many other amendnients have beer, made both forma} and substanttve.

CASE LAW

.F'~

,

(Tritercepti. on) Act L979 considered by the High

Tn addi. ticn various amendments have permitted the coinmuni. cati. on

^

<

Since Mi. L}ex v Mi. LLer the Acts have been seen as

The present pri. nci. pal Act

excLusi. on of State Law (see EdeLsten supra).

replaced

the NSW Listening Devi. ces Acts of 1969 and 1984 dealt 'th

or Li. stentng to a private conversati. on, the Secti. on

the reLevant CommonweaLth Acts was Itini. tea to that

.

covertng the fi. e}d to the

ALthough, SLnce, at Least

heartng recordtng

1.09 i. nconsi. stency wi. th

acti. vi. ty being performed

.

powers .
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by the tritercepti. on of a communication passing over the tel. econnntintcati. ons

The question of whether there i, s such ansystem.
interception has been

answered postti. ve}y i. n the case of car phones in Ed } t

^

Tn Hi. }ton v

the BOLLermakers

^

^~

2.

LssueLngpOweTsonthedesi. gnatedJudges (whichnow Id d '

court created by the Parliament who have consented in wrtti. rig). Such

judges act radiiii. ni. strati. veLy aria as persona designata rather than as courts.

-.

5^;" AC A . ,I, f {
We ILs the majori. t>,, on the

,

^

Further it was heLd that the GreatLon of the offences of I. ritercepti. rig or

COTnmunLcati. rig the results of Lntercepti. On ata not render the material obtained

triadrni. ssabl. e and that the common La\-., atscreti. on was aLL that was avai. }able tc

exclude the materIaL. Mason and Deane JJ di. ssented.

Case upheld tile validi. t}. of the conferraL of war a ,t-

^

ALthough the 1987/;rainati. ca}L , alters the Act, there seems no reason to doubt

the generaL appLi. cabi_Lity of this case-law, as far as it goes , to the exi. sting

Act, except on the question of dartssabi. lit, . Secti. on 63 now provides that,

subject co Part VL} of t}'e Act person SI:a}I not communicate tc ancther persc:

make use of, or make a record of or give in evidence i_n a proceeding lawful I, .'

obtained Information cr inforr. ::*:, r obt=. i. red !..., Lntercepti. rig a CGrr-ur, icetl. r

Ln breach of section 7 (,^hLch Fro:,:. bits Interception). Tlius the teeth

PULLed by the High Court have been stat\:ti^rily replaced. The effect: of the

exemption of certai. n pending proceedings i, s awaiting constderatior, in th

Edelsten matter.

^

basis of an assumed

I~~.

^

^

correctness of

^

.

^

GENERAL NATURE OF THE ACT

-!

Except where express}y perm^tted the Act prohi. bi. ts the trite

coinnuni. cati. ons (Secti. on 7) passi. rig over a telecommuni. cat' systern by

Li. stentng or recordi. rig wi. thout the knowledge of the person making the

..

COTnmun, .c. atton exceptbyaperson lawfulIyonpreini. ses ori. n ,
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vehi. CTe or aircraft uti. Itzi. rig a service connected thereto (Section 6) d

further proh:tbi. ts the coloniuni. cati. on of i. nformati. on so derived or the use of

a record so obtai. ned (Secti. o1} 63). TIT addi. ti. on the Act protects the
I

confidenti. aLi. ty of teLeqranis. Access to teLeqrams a*^^ TriteIC'cept:LOTi recording^

and colornuni. cati. on of colon:Iuni. cations are permi. tted however where the Littercepti. on

Was authorised by warraiit issued under the Act or by offtoers of r"eLecom i. n

the course of their dutLes or acti. rig PUTS\Iant to an einergency request from

t}Ie POLLce under Part V.
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^

^
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3.
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The Act contains eLaborate provi. si. ons authori. sing Li. inI. bed use of recordings

or infomTati. on obtained as a resuLt of access or tritercepti. on authorised by

warrant and provi. des a coinpLex scheme for the keepi. rig of records, overSL ht

by the Glibudsmari and reports to and by the Mi. ni. ster.

nost; important to the operatLon of. the Act are Part Vl. (POLLce warrants for

intercept. ,. on) and Part VLl. (deaL:trig wi. th intercepted i. nformati. on).
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WARRANTS

^

Under Part I, LL of the Act warrants may be obtained by AsTO from the Attorney-

General. in circumstances where the use of t}Ie servi. ce or the teLeqram i. s

reasonabLy suspected to be prejLidi. caL to securi. ty or to assi. st AsTO t b

triteLLi. gence reLati. rig to securi. 'by (SectLoi\ 9). Tn emergencies 48 hour warrants

may be i. ssued by the Director-GeneraL of Security. Actor'ney-GeneraL's warrants

may not exceed 6 months and may be revoked earlier.
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POLLCE WARRANTS

^

I. V and V, . respect:tveLy of the Act judi. c, .al. warrants ina be

i, ssued for access to tel. egrams and to coinnuni. cati. ons. Different cri. ten. a

appLy for warrants iceLati. rig to CTassl offences (i. e. murder, ki. dnappi. rig or

equival. ent offences, any narcotic offence puntshab}e und. r Se t' 235 f

the Customs P, ct L90} and aidi. rig and abetting, bei. rig knowingLy concerned i. n

Under Par:ts

^

^

,.-

.

,
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or conspi. ri. rig to coinTii. t. t these offences) and cLass 2 offences (offences

puntshabLe by inIPri. sonment of a maximum of 7 years or more where the parti. cuLar

conduct i. nvo}ves Loss or sen. ous ri. SIC of Loss, of Life, serious personal

injury or sen. ous r^. sk of i. t, seri. ous danger to property endangeri. n a erson,

trafficki. rig in narcoti. c drugs, serious fraud or sen. Quo Loss of revenue of

the ConunonweaLth or a State and atatrig atId abetting etc. those offences.

(Secti_ons 5, 20A and 20B, Secti. ons 45 and 46). The criteria are much 1119h'ber

of course for CTass J offences where basicaLLy the judge needs to be sati. SEi. ed

that the access i, s usefuL and Li. keLy to be appropriate in t}Ie Light of any other

avai. Labl. e methods of investi. gati. on, The cri_Certa for C}ass 2 offences in

addLti. on requLre regard to prtvacy and the gravity of the conduct.

Tn the case of an tritercepti. on both cLasses require conipLi. ance with Division 3

requi. res an appl. i. cati. on for a warrant to be i. n writi. rig aria accoin anted

by an affi. davit of facts and grounds coinp}ying wi. thSectLon 42 except in

ctrcunistances of urgency in which case a teLephone appli_cation may be made

gi. vi. rig parti. CUTars of the urgent ci. rcumstances.

Tritericepti. on warrants may be obta:tried by an agency i. e. the AUStraLi. an FederaL

POLLce, the NattonaL Cri. me Authori. ty or a State authori. {'y (us11aLL the State

POL, .ce) decLared to be an el. i. 91b}e authori. ty under Secti. on 34. The pre-

condi. t, .ons for such a decLarati. on under Section 35 requLre an agreement to

eLaboz:ate record keepi. rig, reporting, and confidenti. al. Lty. Such aecLarati. ons

may be revoked under Section 37.
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CLWaJ:rant# for triteroepti. on may be for up to 90 days and may be subject to

con6. ittons or restricti. ons and shaLL contain short particLITars of each seri_ous

offence i. n rel. ati. on to whi. ch i. t issues as weLL as certain forma} requirements

(Sect, .on 49). After a teLephone appLi. cation affidavits must be fi. Led or

bhe warrant itlay be revoked (Sections 5T and 52).
^

-^

Warrants must be revoked
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if the grounds for their i_ssue have ceased to exi_st and tritercepti. ons

disconti_nued (Secttons 56 ,57 and 58).

^

The authority conferred by a warrant may onTV be exerctsed by approved

members of the AUStraLi_an Federa} FOLICe (Section 55). There sha}L be

wi_thi. n the AUStraTtan E'ederaL POLLce, the TCLecommunicati. ons Tritercepti. on

Division whJchshaLL execute warrants (SectLons 32 and 33).

^

-^

5.

DEALTNG WTTH TNTERCEPTED TNFORllATTON

^

I~\

The use of i. nformati. on deri. ved from an i. ritercepti. on i, s governed by Part VTL.

Otherwise than i_n accord with the Part neither LawfuLLy obtained tnforinati_on

nor informati_on obtaLned by triterceptLnq a comnuni_cati_on i. n breach of

Subsecti. on 7 (}) may be coinnuni_Gated, used, recorded or qi_ven i_n evi_dence.

( Secti_on 63 ) offtcers OF tlietr functi_onspurpose

use the information. The triterceptor may coinmuntcabe the tnformatton obtatned

to the agency to whom the warrant i_ssued whose offi. cers may use the i_nformati. on

onLy for purposes connected wi_th i_nvesti. gati. onsatproceedi. rigrfor cLass I or 2

offences, some TeLeconnuni. cat:Lons Act offences or offences punishab}e by a

nlaxtmun of 3 years tinpri_sonment or more, i_nvestiqati. ons i. nto pub}tc offi_cers'

misbehaviour and reports and deci_siCns thereon and to contIuntcate reLevant

informati. on to reLevant POLLce Forces (Secti. ons 67 and 68).

may coinmuni_cat:e \vi_tli each other i_n performi. rig thei_r duties alla wtthpersons

whose assi. stance i, s required in an emergency. Tn respect of certaLn offences

agai_nst thLS Act communication may be made to the Attorney-GeneraL, the DPP,

the POLLce or the NCA notwi. thstandi. rig a breachof Subsectton 7(T). LawfuLLy

obtai_ned i. nformati. on may be gi. ven i_n evidence in exempt proceedings i_e. those

proceedings for offences referred to above, proceedings for confi_scati. on or

forfei_ture or penaLti. es i_n respect of those offences, taki_rig of evi_dence for

extradi. ti. on for those offeqC-36 POLLce or pub}IC offi_cer di_sci_p}tnary proceedings

(Secti_ons 5B and 74C).
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FOLICe offi_cers
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LawfuLLy obtai_ned i. nformati. on is that obtained by tritercepti. rig otherwi_se

than in contraventi. on of subsecti. on 7 (L) or by virtue of a warrant. (Section 6E).

The appLi. cabi. l. i. ty of subsecti_on 7 (L) may be determined on the ba}ance of

probabi. Liti. es (Secti. on 74 (2) ). Where a court i, s sati. sfi. ed that an i. rrequLari. tv

whi. ch should be disregarded has caused a breach of Subsecti. on 7(}) by an

tritercep'Lion purported, _y under a judi. ctaL warrant the

be gi. ven i. n evi. dence (Section 75). Tnformati. on obtained in breach may be

used for offences under thi. s Act (SectLon 76). UnJess Sections 74,75 and 76

permi. t the evi. dence netther information nor a record i, s admi. ssabLe (Secti. on77).
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6.

^

,^

^

FURTHER

^

Various offences are created by partx and Part

COMMENTARY

^

GENERAL

The termi. n01. o9y and the coinpLex scheme of the Act are an incttement to

vagari_es of triterpretaCi. on. (e. g. Ts a FaintLy Law snatch equLvaLent conduct

to a kidnapping? What i_s "sen. ous"? What does Section GE mean? How wi_de

i, s sen. ous Loss of revenue?) The vagueness of the cri. teri. a for the

exerci. se of discretion is an i. riducement to i. aeosyncrati_c deciston alla

judge shopping. The guardi. ans of the Act's protections are essenti. alL

those who TILLght most wi. sh the greatest Tatttude I. n the use of tlie powers

The recent exampLe of the New South WaLesgranted. Poll. ce' I. LLegaL teLephone

bugging and the subsequent grant of tnnuni. ties hardly iris i_res conti_a

the efficacy of the protecti. ons unLess one can count on an undesi. reabLe

tension between State POTi_ce Forces and the FederaJ POLLce as a protectLon.

The breadth of the offences and proceedings for which warrants are avaLTabLe ts

very wi. de. The breadth of the proceedtrigs in respect of which evi_dence

dertved may be given i_s immense. On normaL prJncLPLes it wouLd be necessary to

set asi. de a warrant, apparentLy LawfuL on Lts face, to have re'ected evLdenc

^

.^

I~\ -

.^

tnformati. on may sti_LL

^.

^

XI_ provides for RequLati. ons.

^

^.
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obtained under It where the warrant was wrongLy Lssued. See HtLton v WeLLs

p. 255 Line 46. Some effective review mechantsm shouLd have been provided for

such an event In the Act i_tseLf to avoi_a a inu}ti_pLi. ci_ty of proceedings since

most proceedillgs in wiltch- intercept evidence i, s tendered wi_L} be i_n State

Courts which would have no power to quash the warrant.

There seems to be Li. ttLe, if any room Left for the itIdLciaL discretion to

excLude. The SOLe room for atscreti_on appears to be on i, ssue of tlie warrant.

,^.

.^-

7.

..^

,,-.

Ts this what was intended?

Even where the warrant i, s parti_aLLy bad i_t may be severabLe Peters & Love v

^.

A. G. for NSW unrep. NSWCA 301L1/88.

^.

What i, s to nappen where there is

a warrant or no breach of subsecti_on 7 (L)

i. ntormati. on i, s obtained of

Tn R V Jacksoi'I unrep. Roden J heLd that informati_on obtai. ned from the

intercepti. on of caLLs to and from H's phone (Ln respect of which a warrant

had i_ssued i_n respect of certaLn suspected offerIces) couLd be gLven Ln

evi. dence agai. nst J. in respect of whose service no warrant had issued i. n

proceedings for offences i. n respect of which no warrant had Issued. Tf

this deci. si. on i, s right the aimi. t of the Act is greatLy broadened be ona what

ini. ght be expected on its' face. How wtde i, s the embrace of thi. s Act?

,--.

What then i_s to be excLuded?

a LawfuL tritercepti. on i_. e. where there i, s

(are these atfferent) and

unsuspected offences?

The invitation to LLCi. gati. on i_s obvious but are the ornate restri_cti. ons and

safeguards mereLy i. LLusory?

Rejection of evi_dence i, s one thing but what happens to i_nfonnatLon wrongfuLL

obtai. ned?

The purpose of this paper is to i_ntroduce the Act and sttmuLate dLscusslon of

potenti. aL probLeins in i_ts admi. nistratton. T do not seek to answer questtons

So InUCh as to raise them. The tinportance of this Act to crtini_ridL Lawyers

.
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i_s great. Effecttve repr'CSentat:ton in cases in whLc}I Lt may be utt}ized

requi. res riot on}y ski_Ll i_ri stdtutc:, ry triterpretatLon but a}so knowledge of

consti. tuti. Gridl and admLntstrati. ve IdlyJ.

^

^

Tile resoLuti. on of the questions ratsed by the ACL may weIL requtre the

re-evaLuatton of ,vhat are consLdered t<) be acceptabLe modes of tnvesti_, atton

and proof . 'This Act. may represent the use b\J the Coiniiioi\weaTtlT parLiaiiient of

i. ts constitutional powers o1T this topic to take a dramatic step towards a

nationaL CT:tinLnaL i_nvesti. qati. ve functi_o11 to coinpl. ement the Nattona} Cri. Ine

Authori. t},, the Customs Act, taxaCi_on Legi. SLatton zInd to weld together wtth

che CormionweaLth authorLttes, t}Ie State and Terrttory agenciec by ensuri_n

a dependency on the FederaL Police anti the 17ederd} Court Judges for bile use

of this evidence . Ts such a step to nabLonaJ unity bought at too litql\ a

8,

^

.^.

~-

^

prtce?

'The intriority justLces tn

considered that the basic

inLght prohtbi_t the'use of judges In thi. s way.

a function do vtoLence to 1.11e inatciaL rol. e?

constdered?

^

^

^

aecL:tried to re-consi. der Hi. Lton v WeLLs, but the CommonweaLth parLi_ament was

on noti. ce to re-convene urgent}17 in case Hi. Lton v WeLLs was decided ai. fferentL

Hi. }toI\ v WeJLs puttlnq

^

Does the breadth of the Amendment Act mean another chaL}engt=, vJLt. h a differenL

Court rutght succeed? CouLd such a cha}}eiige resuLt I. n a Ilew- Consti. buttonaL

*IPProach? Should any o. E you wi. sit to gi. ve i_t a go, Good I_uck! Can T come too?

T've Lost too many LateLy to ini_ss thi. s one'

Tn R V Jones

separatLon of powers doctrine tn the Consti_tuti. on

Were t}Iey xi_ght? Does such

Shou}d BOILermakers be re-

^

.^

(uni:'ep specta} Leave refused) the Hi_qh Court

asi. de BotLermakers Case

.^

I


